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DATA SHEET
SECURITY

Cyber Security Testing & Compliance Services
PEN Testing, Governance, Risk and Compliance Audit, Cyber Security Consultancy

Cyber Security compliance is not only a 

legal requirement, but also means that 

your business is prepared and protected 

from the dangers of the digital world.

Exponential-e, together with a trusted 

and independent partner, provide PEN 

testing, compliance auditing, Cyber 

Essentials standards and much more. 

Enable your business and IT team to 

focus on core business requirements 

whilst leaving your Cyber Security in safe, 

reliable hands.

What’s more, all test personnel are 

security cleared and CHECK, CREST and 

TIGER accredited.

From a legal and industry standpoint businesses need to meet Cyber 

Security compliance standards, which demonstrates they know how to 

react to Cyber Security issues in order to keep and maintain financial 

information on behalf of customers. Commonly compliance standards 

are also used as a due diligence tool before companies engage in 

business, as part of their evaluation requirements. 

A Trusted Testing and Audit Supplier

Ensuring a suitable provider is selected can be time-consuming, so 

instead remove the stress from your IT team and allow Exponential-e to 

handle the process for you. We have access to an independent partner 

who can provide all requirements for Penetration (PEN) Testing, auditing 

against compliance standards, Cyber Essentials Plus (CES+) and IT health 

checks (CESG standard). This service has highly skilled and accredited 

audit experts, selected for their wealth of knowledge in the industry. 

In order to further offer convenience to our customers, we are able to 

provide this independent capability within a service, cost and billing 

model provided directly from Exponential-e. 

Objective Advice and Project Reports

Through using an established testing and audit company, well known to 

the industry, we are able to provide you with entirely impartial service 

and advice. Any environment serviced or housed by Exponential-e can 

be independently and objectively assessed to the compliance standard 

that our customers expect. This ensures that we meet your business 

requirements and specific industry standards.

Convenient and Actionable Insight

By choosing Exponential-e to provide your Cyber Security testing, via our 

trusted partner, your business can avoid the process of on-boarding an 

additional supplier and service provider, whilst consolidating your costs 

in to your standard invoice from Exponential-e. We can also work to 

maintain an ongoing annual history of your security estate if required, 

which will provide your business with the information it needs to make 

informed IT business decisions.
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ABOUT EXPONENTIAL-E 

Innovation is at the core of Exponential-e, and has been since our inception in 

2002. We wholly own our super-fast Network, and our fusion of complementary 

technologies - a carrier-class Network and Cloud infrastructure - means we can 

deliver enterprise applications at wire speed for a superior end-user experience. 

We deliver scalable, dynamic and bespoke solutions. Renowned for our 

responsiveness, coupled with our customer centric approach, and  a UK based 

24 / 7 x 365 service desk, means we offer unrivalled expertise.

To find out more about Exponential-e visit  

www.exponential-e.com/security-services  

or email info@exponential-e.com

•	 PCI QSA Audits and Consultancy

•	 ISO27001 Implementation 

•	 CBEST & CSTAR (Simulated Target Attack Response) Testing.

•	 GSX CoCo Testing 

•	 Risk Management 

•	 Business Impact Analysis 

•	 Third Party Risk Assessments 

•	 Business Continuity Management 

•	 IS&T Operational Health Checks 

•	 Best Practice Advice

•	 External and internal Network scanning 

•	 PCI ASV compliant 

•	 Ad hoc or pre-programmed regular scans 

•	 Highly granular scanning runs

•	 Enterprise Application Security Testing 

•	 Enterprise Database Security Audits 

•	 Web-based Application Testing 

•	 Web Application Architecture Reviews 

•	 Application Code Reviews 

•	 SCADA Process Control Audits 

•	 VoIP Assessments and Security Consultancy 

•	 Infrastructure and Architecture Security Reviews 

•	 Scenario-based Penetration Testing 

•	 Infrastructure & Application Perimeter Scanning 

•	 CESG Check IT Health Check  and Health Check +

•	 Wireless 802.11x Assessments & Rogue Access Point 

Identification 

•	 Operating System, Network Device & COTS Application Build 

Review 

•	 Firewall Rulebase Audit 

•	 Client Security Testing (kiosks, workstations, laptops, mobile 

devices) 

•	 Information security Reviews 

•	 VPN / RAS Architecture Review 

COMPLIANCE, RISK AND AUDIT

ONGOING AUTOMATED VULNERABILITY ASSESSMENT 

INFORMATION SECURITY ASSESSMENT SERVICES 


