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providing direct access to Exponential-e’s accredited security experts.
We will design, configure and maintain our customers firewalls on a
24 x 7 basis. As part of our Managed Centralised Firewall service we
undertake all the regular software patching and upgrading, configuration

changes and routine configuration back-ups.

Managed Centralised Firewall service from Exponential-e provides
tangible business benefits in the form of reduced risk, peace of mind,
lower costs and economies of scale. As a fully managed service, it also

provides Network integrity.
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Exponential-e’s Managed Centralised Firewall service protects your
corporate Network from unauthorised access and other Internet
security threats. Hosted inside our secure carrier class Data Centres,
the service is provided as a virtual solution from the Cloud. Our
customers benefit from cost savings which go with not having to
purchase and maintain hardware at their own premises. Therefore

total cost of ownership is vastly reduced.

Why choose a Managed Centralised Firewall
service with Exponential-e?

Virtualisation partitions in the telecommunications industry allow
delivery of more scalable and flexible solutions. Customers of
Exponential-e get their own dedicated virtualised Firewall. To ensure
reliability the Firewall is duplicated to provide high availability and
resiliency via the standard practice of active-passive pairing. The

Managed Centralised Firewall service reduces business risk by

Why choose Exponential-e’s Firewall service over
traditional customer site Firewall?

Our Managed Centralised Firewall service is fully managed by
Exponential-e and is provided centrally from our Cloud. Thus , making
it simple for customers to scale their business. When our customers
expand and open up new locations, the Managed Centralised Firewall
service is readily available the moment they connect onto our Network.
There is no need for Network configuration and no need for purchasing
additional hardware. The solution is built using multiple high availability

resilient Firewalls working as an active-passive pair for failover purposes.

As a result, the service is highly robust and comes with our industry

leading SLAs.
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This service best suits organisations who:

e Need to improve their Network security.
e Do not want to manage their Network security in house.

e  Require a service provider to develop their security design.
Why work with Exponential-e?

Working with Exponential-e to protect your data with our Managed
Centralised Firewall will allow you, as a customer, to be prepared for
the future. We work with you to grow when you do and future-proof
your investment. This service is a compliment to our Smart WAN and
Smart Internet Connectivity services. Our business grade Internet
access offers a dual stacked approach to IPV4 and IPV6 addressing
schemes giving you and your business the best protection now and

in the future.

CENTRALISED FIREWALL FEATURES

BENEFITS

A Cloud service including all support, maintenance and

upgrades.

e  Security is enhanced, managed and maintained by accredited

security experts.
e  Stringent SLA agreement for peace of mind.

e Scalable and flexible so service grows with the needs of your

business.

e  Firewall resiliency as standard.

SERVICE FEATURES

The Managed Centralised Firewall service is based on a purpose built
large enterprise-grade security appliances for use as a virtualised
solution. It works form our core Network. Exponential-e adds a full
service-wrap in the form of a host of support services to provide a

fully managed solution.

e  Control access to your Network.

e High availability as Standard.

e  Stateful inspection.

e  Control TCP port access.

e  Supports Advanced Encryption Standard (AES).

e  Supports digital certificates and two factor

authentication.
e Health monitoring.
e  Configuration backup.

o Hosted in secure Tier Il Data Centres.

ABOUT EXPONENTIAL-E

Innovation is at the core of Exponential-e, and has been since our inception in
2002. We wholly own our super-fast Network, and our fusion of complementary
technologies - a carrier-class Network and Cloud infrastructure - means we can
deliver enterprise applications at wire speed for a superior end-user experience.

We deliver scalable, dynamic and bespoke solutions. Renowned for our
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Standard service includes:

e  Firewall throughput (Mbps) = 1000.

e Maximum security policies = 100.

e Maximum number of security zones = 3.
e Branch office IPSec VPNs = 10.

o User SSL VPNs = 100.

responsiveness, coupled with our customer centric approach, and a UK based

24 / 7 x 365 service desk, means we offer unrivalled expertise.

To find out more about Exponential-e visit

www.exponential-e.com/Managed-Centralised-Firewall

or email info@exponential-e.com
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